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Introduction

This Technical Validation from TechTarget’s Enterprise Strategy Group documents our evaluation of Coalfire
Compliance Essentials. We reviewed how this platform can simplify how organizations coordinate and complete the
required governance, risk, and compliance (GRC) activities more efficiently, thus bolstering data security and
privacy. We also examined how Coalfire Compliance Essentials can help organizations to better maintain
compliance simultaneously with multiple information security, data privacy, and compliance regulations,
subsequently leading to improved data security, decreased business risk, and, ultimately, compliance.

Background

According to a research survey by Enterprise Strategy Group, 62% of respondents agree that they need to adhere
to too many data privacy regulations in addition to industry-specific requirements.! Indeed, the number of data
security, privacy, and compliance regulations and requirements that exist—whether issued by U.S. or international
governments, standards bodies, or industry-specific committees—can be overwhelming. Yet, when it comes to
current GRC programs, 65% stated that they have manual processes in place and/or an inability to achieve
repeatable controls (see Figure 1).

Figure 1. Current Opinions Toward Data Privacy and Compliance
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

1 Source: Enterprise Strategy Group Research Report, The State of Data Privacy and Compliance, March 2022. All Enterprise Strategy Group
research references and charts in this Technical Validation have been taken from this research report, unless otherwise noted.

© 2024 TechTarget, Inc. All Rights Reserved.
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Compliance with data security and privacy regulations and requirements is unavoidable. Not only does compliance
ensure that an organization maintains an acceptable data security and risk posture, but it also assures potential
partners or customers that they can do business safely and reliably with that organization.

While a number of GRC solutions are available for supporting organizations’ compliance efforts, utilizing those tools
can be difficult due to the complexity of the regulations and the need to coordinate multiple activities in order to
maintain compliance across all regulations, especially when preparing for periodic and overlapping audits and
assessments.

Simply put, tracking and coordinating multiple tasks when maintaining compliance across a growing number of
regulations is difficult to achieve. To achieve compliance, organizations would ideally employ a solution that
combines expert assessment services that establish compliance against desired regulatory frameworks with a
platform that supports ongoing compliance by keeping track of tasks to complete in preparation for audits and
certifications.

Coalfire Compliance Essentials

Coalfire Compliance Essentials is a SaaS-based compliance management and automation platform designed to
reduce business risk and minimize costs associated with maintaining compliance across multiple regulatory
frameworks. As part of Coalfire’s solution for achieving compliance, the platform can help organizations reduce the
manual and repetitive efforts typically associated with compliance tasks, as well as provide real-time visibility into
ongoing compliance efforts (see Figure 2).

To ensure that organizations are up to date in their compliance activities and tasks, Coalfire Compliance Essentials
can continuously assess compliance against multiple regulatory frameworks. The platform can then flag tasks to be
completed prior to upcoming audits. By tracking this activity (over 365 days), organizations can be proactive,
subsequently increasing the success of passing formal audits and assessments. Organizations no longer have to
scramble to complete these tasks at the last minute, as the platform details the tasks to complete according to
predetermined timelines. Also, since similar tasks can exist across multiple regulatory frameworks, Coalfire
Compliance Essentials tracks these action items so that organizations can minimize duplicate efforts and their
associated costs.

When business needs dictate (such as entering new markets or geographies), organizations can add additional
data security, privacy, and regulatory frameworks to Compliance Essentials. Once input into the platform,
organizations can begin tracking the tasks required for meeting new frameworks, without the need to develop the
expertise in-house. Organizations can then enter new markets and verticals requiring compliance to specific
frameworks more quickly.

Ensuring compliance against multiple frameworks is also supported by Coalfire’s experience in delivering
compliance advisory and assessment services. Because the expertise is built into the platform, Coalfire Compliance
Essentials can identify gaps between the current status of compliance and existing frameworks. The platform also
provides recommendations and guidance on how an organization can show compliance with specific aspects of
regulatory frameworks, such as identifying what evidence should be provided. To prepare for formal audits, the
platform can conduct internal assessments to reveal any compliance gaps.
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Figure 2. Coalfire Compliance Essentials
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.
With Coalfire Compliance Essentials, organizations can:

o Decrease costs by automating a number of the tasks associated with monitoring and maintaining compliance
against multiple frameworks.

o Reduce both data security and business risk by continuously tracking how well organizations are complying
with the latest version of regulations.

e Accelerate entry into new markets and geographies by ensuring that organizations can quickly and completely
adhere to required frameworks.

Enterprise Strategy Group Technical Validation

Enterprise Strategy Group validated how Coalfire Compliance Essentials helps organizations simplify compliance
against multiple regulations and standards, continuously. We specifically reviewed how this platform coordinates
compliance tasks and activities while removing duplicative effort, how it maintains and monitors compliance to
ensure ongoing adherence, and how it manages ongoing risk.

Decrease Time and Effort in Executing Compliance Workflows

To do business in today’s environment, organizations can expect to comply with multiple regulatory frameworks.
Yet, managing compliance can easily become a complex web of tasks to coordinate throughout the year, especially
when preparing for external audits. Coalfire Compliance Essentials can reduce the time and effort typically spent on
compliance activities.

Enterprise Strategy Group Testing

Enterprise Strategy Group first navigated to the dashboard in the Continuous Compliance Module (see Figure 3).
We first noted how compliance activities are grouped by programs, enabling organizations to track and monitor
compliance against multiple frameworks. Programs (noted by the red boxes) can categorize frameworks according
to which ones apply to a specific or business unit. A program can also group multiple versions of the framework,
should different groups within an organization differ as to which version they are compliant against.



Enterprise Strategy Group

Figure 3. Programs for Tracking Compliance Status
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

By grouping frameworks into “Programs,” we could see how this can help organizations eliminate duplicative effort
when completing compliance tasks across multiple frameworks that are tracked separately across business units or
product lines (e.g., when providing evidence of compliance).

Enterprise Strategy Group then navigated to a Program that was tracking compliance status against multiple
versions of the PCI DSS standard, as shown in Figure 4. (Other programs can easily focus on versions of the other
60-plus regulatory frameworks that Coalfire Compliance Essentials supports.) The platform assigned a completion
percentage to each framework, indicating those tasks that had been completed to meet compliance.

The view of current compliance status was broken down into specific categories of the framework, such as “Audit
and Assurance,” “Endpoint Management,” and “Privacy.” Enterprise Strategy Group clicked on the Access Review
Process category to view evidence required to show compliance, as well as the frameworks in which the evidence
could also be applied. We noted that the need to upload frameworks into a GRC solution and configure with the
evidence needed to pass an internal assessment or external audit was eliminated. The platform already mapped
the categories of evidence requests to ensure compliance, eliminating any chance that required evidence was
overlooked.
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Figure 4. Compliance Status for One Framework in a Program
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Enterprise Strategy Group then viewed the specific details associated with an evidence request under the Access

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Review Process category named Periodic user access rights review (see Figure 5).

Figure 5. How Compliance Status Is Displayed for Supported Frameworks
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Details such as owners and due dates were displayed, providing clear timelines for completion. In addition, we saw
how the platform could educate organizations on how evidence should be collected and presented, as well as how
the evidence applied to multiple frameworks.

Enterprise Strategy Group saw how using this platform can help make compliance workflows more efficient. One
alternative would be managing and tracking compliance-related tasks manually via spreadsheets, which has
typically proven to be inefficient and unreliable. On the other hand, an off-the-shelf solution could be used. Yet,
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organizations would need to input the frameworks they need to satisfy and, more importantly, know the frameworks
well enough to enter the level of detail to track—specifically, how to present evidence. However, such expertise may
not exist within the organization.

To further increase efficiency of gathering evidence, Enterprise Strategy group then observed how Coalfire
Compliance Essentials can import evidence from cloud-based services. We navigated to the Automation page to
see the public cloud services connected to the platform (see Figure 6). For frameworks that require evidence from
these services, we saw how the platform could pull and map evidence for support frameworks. In Figure 6, the
platform pulled evidence from both AWS Identity and Access Management (IAM) and Azure Active Directory (AD)
for a specific requirement.

Figure 6. Automated Compliance Assessment
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Why This Matters

Tracking tasks to complete in compliance workflows can be complicated and time-consuming. Organizations
find that they must adhere to multiple standards and regulations in order to conduct their business. And the
reality is that these tasks are typically not completed in a systematic and timely way, increasing the risk of
overlooking tasks or not fully satisfying requirements, especially when formal audits are to be conducted.

Enterprise Strategy Group validated that Coalfire Compliance Essentials can increase the efficiency of
compliance workflows. We saw how the platform can provide a clear roadmap of tasks to be completed in
order to achieve compliance against multiple frameworks simultaneously. We also saw how organizations
can use the platform to coordinate and schedule tasks, as well as present evidence in preparation for audits,
preventing any “last-minute” activity from occurring.

Maintain and Monitor Compliance in Real Time

By providing continuous visibility into the level of compliance against active frameworks, organizations can prevent
“last-minute” efforts to gather evidence and complete tasks prior to formal audits.
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Enterprise Strategy Group Testing

Enterprise Strategy Group first created an internal assessment to check compliance status against the PCI DSS
v3.2.1 framework (see Figure 7). Once running the assessment, we could review open items and upload or provide
evidence requested. After submitting the assessment, the review was performed by Coalfire’s in-house experts, and
after the assessment was completed, the platform returned open items to address (e.g., noncompliance of specific

requirements). Open items were determined by what the framework defines as activities to complete throughout the
year before a formal audit is conducted.

Figure 7. Performing Internal Assessments
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Once the internal assessment was complete, Enterprise Strategy Group viewed evidence requests to be completed

(see Figure 8). Requests were listed according to specific requirements within specific frameworks that were not
satisfied due to insufficient evidence.

Figure 8. Monitoring Ongoing Actions to Complete
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

By performing these assessments, we noted how they could help organizations maintain compliance between
formal audits and across multiple frameworks, as opposed to waiting until a formal audit is scheduled. Highlighting

evidence requests to complete provided opportunities to upload additional information should organizations want
another review.
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We also reviewed how the platform could synchronize internal assessments so that the latest evidence and reviews
were uploaded into the Continuous Compliance module. At this point, organizations had the latest evidence to be
used for upcoming audits.

Another way that organizations can manage and monitor ongoing compliance is by tracking issues manually
inputted (e.g., related to evidence preparation, upcoming audits, or internal assessments) so that organizations can
follow those actions through to completion (see Figure 9).

Figure 9. Ongoing Monitoring of Issues and Tasks To Be Resolved
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Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Why This Matters

To ensure compliance throughout the year, organizations should review current compliance status internally
and ensure that they will be prepared for formal audits. Yet, self-directed assessments across multiple
frameworks are too complex to complete and manage, especially if in-house expertise on how to comply with
these frameworks does not exist.

Enterprise Strategy Group validated that Coalfire Compliance Essentials can enable organizations to be
proactive in maintaining compliance by performing internal assessments with the support of Coalfire’s
advisory services. We observed how an organization can submit an assessment request prior to external
audits to highlight evidence requests and action items to be completed. Not only does the assessment gauge
current compliance status, but it also prompts end users to be proactive in completing compliance-related
tasks.

Manage Compliance Risk

Managing compliance effectively translates directly into reducing business risk. By recording and tracking the
possible risks of noncompliance, along with the potential business impact, organizations can mitigate risks more
effectively.

10
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Enterprise Strategy Group navigated to the Risk Register to highlight issues raised by the organization itself that, if

not resolved, can negatively affect the business (see Figure 10). Risks were classified according to likelihood of
occurrence, revenue impact, and control effectiveness (i.e., how much impact can be achieved and the

corresponding reduction in risk). We also noted how end users could specify the affected frameworks and relevant
requirements. By tracking risks, we saw how organizations can continuously assess overall risk and prioritize those

issues to resolve that present the greatest risk. Organizations could see the consequences of not being complaint

and, therefore, know the value of mitigating any identified risks.

Figure 10. Assessing Ongoing Risk Due to Noncompliance
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Risks could also be associated with other areas of the platform, such as Assessments, Issue Modules, and
Framework Requirements. This would enable organizations to tie risk to specific controls within the platform. As

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

these controls are executed, risk can be continuously assessed.

Why This Matters

Noncompliance can negatively affect the business. Without knowing the business risk imposed by
noncompliance, along with the actions to mitigate that risk, organizations cannot prioritize resolution of the

issues that present the greatest risk to the business.

Enterprise Strategy Group validated that Coalfire Compliance Essentials can help organizations ensure that

all applicable risks are recorded and tracked. To help in prioritizing issues to be resolved, the platform

highlights the associated risk in terms of business impact. Organizations can then choose those issues to
resolve that will minimize overall negative impact. By tying these risks to other modules in the platform,

organizations can continually assess risk as action items are continually resolved.

11
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Conclusion

Risking failure of a compliance audit is something to avoid, as noncompliance results in the inability to conduct
business and enter select markets or industry verticals. In fact, 47% of respondents stated that they failed a formal
audit two to five times in the past three years. This is no surprise, as organizations need to adhere to multiple
regulatory frameworks simultaneously in today’s business environment. Ensuring compliance across mandated
frameworks can be time-consuming and easily mismanaged, as all associated requirements need to be met
satisfactorily.

Coalfire Compliance Essentials has been designed to support organizations in meeting and adhering to multiple
frameworks. The platform enables organizations to track and manage evidence requests, issues, and action items
related to the frameworks to which organizations must comply simultaneously. By facilitating ongoing compliance
on an annual basis, organizations can ensure that they are prepared for formal audits in a timely manner, reducing
any “last-minute efforts.” Combined with advisory and assessment services, Coalfire Compliance Essentials
supports organizations in achieving compliance with more efficiency, while reducing business risk.

Throughout our evaluation, Enterprise Strategy Group validated that Coalfire Compliance Essentials supports
organizations in:

e Decreasing time and effort in executing compliance workflows by scheduling and managing tasks and
evidence requests across multiple frameworks simultaneously, while removing duplicate work.

¢ Maintaining and monitoring compliance in real time by enabling continuous visibility into tasks and evidence
requests to be completed, as well as providing internal assessment of compliance on an ongoing basis, prior to
formal audits.

e Managing compliance risk effectively by tying action items and evidence requests to actual business risk (e.g.,
lost revenue), should they not be completed, and helping to prioritize those items and requests accordingly.

Meeting regulatory requirements is necessary, but managing compliance workflows does not need to be
complicated by using manually driven processes (i.e., spreadsheets) or off-the-shelf solutions requiring in-house
expertise of various frameworks. Moreover, adhering to compliance standards is not a “checkbox” item;
noncompliance translates directly into business risk. Enterprise Strategy Group validated that Coalfire Compliance
Essentials can support your efforts in achieving compliance and suggests taking a closer look.

12
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