
ThreadFix vulnerability  
management platform
Efficiently identify and remediate vulnerabilities

The industry’s leading vulnerability management platform, ThreadFix provides a 

complete view of your risk from applications and their supporting infrastructure. By 

centralizing test and vulnerability data in one place, your security team can spend 

less time on manually correlating results and more time focused on higher-level risk 

decisions on software security. In fact, companies that use ThreadFix report more 

than a 40% reduction in time to fix vulnerabilities. 

CONSOLIDATE TEST RESULTS
	• Integrate with more than 40 security testing tools.

	• Automatically consolidate, deduplicate, and correlate 

results from commercial and open-source application 

and network testing tools.

	• Free up time for higher value security analysis. 

 
 

PRIORITIZE RISK DECISIONS
	• Measure, report, and make smart remediation 

decisions based on centralized data. 

	• Identify the most serious risks to your business  

using correlated views of application and 

infrastructure vulnerabilities. 

	• Easily provide management reports and support  

ad-hoc analysis. 

DATASHEET

Manual
tests

Code reviews
penetration tests 

Automated 
scans

SAST/DAST/IAST, 
software composition 

analysis, network, 
infrastructure

Normalize 
and dedupe

ThreadFix merges 
vulnerabilities.

Vulnerability
analysis

Internal teams evaluate
vulnerabilities.

Defect
tracking system

Development teams work
within their own systems 
to resolve vulnerabilities.

Manual close
Vulnerabilities originally found through 

manual tests are manually closed.

Vulnerabilities found by scanners are closed 
out the next time scans are imported, reflecting 

they are no longer present.

False positives 
are persisted 
and remembered 
for future scans.

Up to a 44% reduction in 
mean time to remediation.

Up to a 35% reduction
in overall findings count.

Reporting Government, risk, and 
compliance systems

The unified ThreadFix platform provides access to reporting, analysis, 
and metrics. These reports can be automatically or manually shared.

Bundling and
communication

Teams sort vulnerabilities 
by type, severity, or 

custom options.

Status
monitoring

Developer activity
is monitored.

THREADFIX REMEDIATION PROCESS

https://www.coalfire.com/


DATASHEETTHREADFIX VULNERABILITY MANAGEMENT PLATFORM

Copyright © 2021 Coalfire. All rights reserved. Trademarks are the property of their respective owners.

About Coalfire

Leading cloud infrastructure providers, SaaS providers, and enterprises turn to Coalfire for help solving their toughest cybersecurity problems. Through 

the combination of extensive cloud expertise, technology, and innovative and holistic approaches, Coalfire empowers clients to achieve their business 

objectives, use security and compliance to their advantage, and fuel their continued success. Coalfire has been a cybersecurity thought leader for 20 

years and has offices throughout the United States and Europe. For more information, visit Coalfire.com.

Learn more about ThreadFix.  

Coalfire.com  |  877.224.8077

REMEDIATE  
VULNERABILITIES EFFICIENTLY.

TRANSITION VULNERABILITIES
	• Quickly spot vulnerability trends from  

centralized dashboards. 

	• Prioritize and send vulnerability data to defect  

trackers’ ticketing systems. 

	• Track vulnerabilities to remediation in real time  

as developers fix defects. 

INTEGRATIONS
ThreadFix integrates with more than 40 testing; 

government, risk, and compliance (GRC); and  

defect tracking tools, including: 

	• Checkmarx SAST

	• Micro Focus Fortify and ALM

	• IBM AppScan

	• Qualys Cloud Platform

	• Rapid7 InsightVM

	• Tenable Nessus

	• Veracode Dynamic and Static Analysis

	• WhiteHat Security Sentinel 

	• Atlassian JIRA

	• Microsoft Team Foundation Server 

“ThreadFix has provided us a platform  

in which we can integrate disparate  

and incompatible tools that now 

work in harmony in our secure 

development lifecycle.”
- STEVE SPRINGETT, APPLICATION SECURITY ENGINEER, 

PRODUCT SECURITY GROUP, AXWAY
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